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CONDUCTING ANTI-CORRUPTION RISK ASSESSMENT

The following manual is intended for Barrick’s legal department, finance and accounting
department, and any other employees supporting anti-corruption risk assessment
efforts.

Understanding anti-corruption risks is an important aspect of an anti-corruption
compliance program.

Risk assessments can be formal or informal. They can be conducted internally or
externally. Some and often most risk assessment work can be done by written survey,
particularly for preliminary steps, though live interviews are generally preferable at high-
risk sites.

Nonetheless, as a general proposition, regulatory authorities insist that the greater the
risks of corruption, and the larger the company and its resources, the more robust the
efforts and controls should be around anti-corruption.

At Barrick, because of their sensitive nature, anti-corruption risk assessments are
conducted by or at the direction of legal counsel, under privilege.

Risk assessments should be thought of in 4 phases:
1. Determining the need for and scope of a risk assessment;
2. A mapping exercise to determine how the assessment should progress;
3. Conducting the assessment; and
4. Designing responses in light of the risks identified.

A full discussion of risk assessments at Barrick is found in Annex A. A full explanation
of the mapping exercise can also be found in the “Guidelines for Employee Mapping for
Anti-Corruption and Human Rights Risk Assessments and Training.”



ANNEX A
ANTI-CORRUPTION RISK ASSESSMENTS
I. Introduction

. Barrick’s anti-corruption requirements are set forth in Barrick’s Anti-Bribery and Anti-
Corruption Policy (“Policy”), and its related procedures.

. In determining the specific contours of an anti-corruption compliance program, it is
important to conduct risk assessments. Indeed, regulatory authorities consider risk
assessments to be a required part of a compliance program, and external stakeholders
increasingly are seeking assurance that anti-corruption risk assessments are being
conducted as a matter of sound practice.

a. Regulatory authorities further believe that risk assessments should be updated in
light of relevant changes, such as

A. personnel changes, such as where new employees are rotated into a
business;

B. business changes, such as where there are new partners, projects, or
suppliers; or

C. legal changes, such as new domestic or international regulatory
requirements.

b. Because of the need to update risk assessments, it is necessary to conduct initial
baseline assessments to identify risks, and then refresher or follow-up
assessments. Ideally, in higher risk sites, refresher assessments are conducted
annually. In less risky sites, refresher assessments can be less frequent.

. Risk assessments can be formal or informal. They can be conducted internally or
externally. Some and often most risk assessment work can be done by written survey,
particularly for some of the preliminary steps, though live interviews are generally
preferable at high-risk sites.

. Nonetheless, as a general proposition, regulatory authorities insist that the greater the
risks of corruption, and the larger the company and its resources, the more robust the
efforts and controls should be around anti-corruption.

. At Barrick, because of their sensitive nature, anti-corruption risk assessments are
conducted by or at the direction of legal counsel, under privilege.

. As set forth below, risk assessments may be thought of in 4 phases:

a. Determining the need for and scope of a risk assessment;

b. A mapping exercise to determine how the assessment should progress;

c. Conducting the assessment; and

d. Designing responsive controls.

IL. Thinking About Risk Assessments

A. Preliminary Factors




1. The first question is the nature and extent of a risk assessment to be undertaken. The
greater the potential or anticipated risks, the more extensive the risk assessment should
be. In making that determination, there are objective and subjective factors. A
Preliminary Risk Assessment Scorecard is at Attachment A.

2. In determining the extant risk, some anti-corruption risks are based on objective factors.
Those factors typically include:

a. The perceived risks associated with the country at issue.

i. Under the Transparency International Corruption Perceptions Index
(“TICPI”) — the most widely used index to identify national corruption
risks — countries with scores of 70 and above are often considered low
risk, 50 to 70 are often considered medium risk, and 0 to 50 are considered
high-risk.

1. At Barrick and ABG, the following countries are deemed high-risk
for our sites and advanced projects: PNG (TI score of 25, Country
Rank of 150 (2012)), Dominican Republic (32, 118 (2012),
Tanzania (35, 102 (2012)), Argentina (35, 102 (2012)), Zambia
(37, 88 (2012)), and Saudi Arabia (44, 66 (2012)).!

2. The following countries are deemed low risk: Australia (85, 7
(2012)), Canada (84, 9 (2012)), the U.S. (73, 19 (2012), and Chile
(72, 20 (2012)).

b. The sector at issue. Some sectors are perceived to have higher risks than others,
based on the kinds of places the sector tends to operate, the nature and extent of
government interactions, historical reputation of the industry, and other reasons.

¢. The extent and nature of the contacts with the government. As a rule of thumb,
the more extensive the contacts with the government, the greater the risk of
corruption. Also as a rule of thumb, the more important the government
approvals to the operation, the greater the risk of corruption.

d. Under these objective factors, the mining industry is considered high-risk, and
involves frequent interactions with the government. A primary variable — critical
to consider at the outset of a risk assessment -- is the perceived risk of the country
at issue.

! The World Bank Ease of Doing Business Index (“EDBI”) can also be a useful tool, and largely echoes the TI
index. While at Barrick the location where a site or project is operated is perhaps the most significant objective
variable in assessing risk, other factors that can impact the overall profile include: (i) the state of project/asset
development - the state of development may create differing levels of government interaction, the amount of
oversight provided, time pressures, and other factors; (ii) the amount of control - corruption risk may increase as
Barrick’s control over an asset decreases and partners’ (particularly government partners’) control increases; (iii)
successor risks - newly acquired assets may involve greater risk than those the Company has operated over a long
period, particularly where the acquisition is from a junior; and (iv) past or current corruption allegations - projects in
which the Company or a partner has faced publicized allegations of corruption, or in which there have been any
adjudicated findings of corruption, obviously carry greater risks.



STEP 1: DETERMINE THE TRANSPARENCY INTERNATIONAL
CORRUPTION PERCEPTIONS INDEX SCORE OF THE GIVEN COUNTRY,
AND WHETHER THERE ARE OBJECTIVE FACTORS THAT CREATE
HIGHER RISKS.

3. To some extent, corruption risks for an operation also are based on subjective factors.
These may include:

a. The maturity of the compliance program. If a compliance program is more

mature, and the employees more sensitized to corruption issues, there is generally
less risk. However, whether a program is mature, and the employees sensitized, is

often a subjective assessment. Similarly, there is generally less risk where a
compliance program has adequate personnel and other resources.

b. The strength of key gatekeepers on ethics and compliance. The stronger the
gatekeepers in terms of their ethics, knowledge of anti-corruption rules, and

adherence to compliance principles, the less the likelihood of improper payments

being approved. Gatekeepers are typically considered to be (1) Finance and
accounting personnel, (2) Legal, and (3) Internal Audit. Again, strength is a
subjective determination.

c. The compliance culture. Whether a culture is one that respects and seeks to
adhere to compliance is also subjective in nature. In determining the culture of

compliance, a particularly useful set of data involves internal audits, SOX audits,
and other financial audits and assessments. You may want to request and review

recent audits and assessments, or consult with the relevant departments who
conduct those audits and assessments, to ascertain the compliance culture.

STEP 2: DETERMINE (a) HOW LONG THE ANTI-CORRUPTION
COMPLIANCE PROGRAM HAS BEEN IN EXISTENCE, WHO ITS KEY
OWNERS ARE, AND THE LEVEL OF RESOURCES DEVOTED TO THE
PROGRAM; (b) WHAT THE ANTI-CORRUPTION KNOWLEDGE OF KEY
LEGAL, FINANCE/ACCOUNTING, AND INTERNAL AUDIT PERSONNEL IS;
(c) HOW STRONG THE ETHICAL CULTURE IS (e.g., IS IT COMMON TO
TRY AND CIRCUMVENT POLICIES AND PROCEDURES)? HOW
RIGOROUSLY ARE THOSE POLICIES AND PROCEDURES ENFORCED?

d. If the operation is in a country with a low TICPI (e.g., below 5.0), other objective
factors suggest significant risk, and/or a site does not have a robust compliance
environment, you should conduct a more extensive risk assessment. The higher the
TICPI and other objective risk factors, and the more robust the compliance
environment, the less extensive the risk assessment need be.

III. STARTING THE ASSESSMENT: MAPPING



N.B. This information can also be found in the “Guidelines for Employee Mapping for Anti-
Corruption and Human Rights Risk Assessments and Training.”

1.

In outlining the risk assessment, the first step is a mapping exercise: determine who the
individuals and entities are who interface with the government, and who otherwise are in
a position to offer or approve providing things of value to government officials in
exchange for benefits, licenses, or things related to our operations. That can be done by
conducting preliminary meetings, through surveys, or through other means. However it
is accomplished, the mapping exercise typically involves identifying 4 different groups of
individuals (which may overlap). A sample page indicating the result of the mapping
exercise is attached as Attachment B.

STEP 3: MAP THE FOLLOWING 4 CATEGORIES: (a) WHICH FUNCTIONAL
UNITS, AND WHICH INDIVIDUALS WITHIN THOSE FUNCTIONAL UNITS,
EITHER INTERFACE WITH THE GOVERNMENT, OR ARE IN A POSITION
TO APPROVE DECISIONS REGARDING GOVERNMENT INTERACTIONS
(e.g., LINE PERSONNEL, SUPERVISORS, AND MANAGEMENT); (b) WHICH
FUNCTIONAL UNITS, AND WHO WITHIN THOSE FUNCTIONAL UNITS,
MAKES HIGH-RISK PAYMENTS TO GOVERNMENT OFFICIALS; (c) WHICH
FUNCTIONAL UNITS ENTER INTO HIGH-RISK AGREEMENTS WITH THE
GOVERNMENT OR GOVERNMENT OFFICIALS; (d) WHO WITHIN
FINANCE AND ACCOUNTING RECEIVES INVOICES, PURCHASE ORDERS,
OR REQUESTS FOR DISBURSEMENTS THAT MAY ENCOMPASS
PAYMENTS TO GOVERNMENT OFFICIALS.

a. Which functional units, and which employees in those functional units, directly
interface with the government. They may include issues related to:

i. Community Relations (Risks may arise in connection with government
involvement in community programs, and approvals and referrals for
community projects.)

ii. Customs and Logistics (This is one of the most frequently prosecuted
issues right now. Risks include: companies may require expediting of
goods through customs; customs agents may suggest that “problems” can
be “fixed,” such as related to paperwork; charges that are not tariffed or
formally announced; duties may be assessed in irregular ways.)

iii. Environment (Environmental inspections and licenses, including
approvals and re-approvals, create areas of risk.)

iv. Exploration (Issues may arise regarding security/protection, exploration
and other licenses, transportation, immigration, and other areas.)

v. Finance and Accounting, including Taxes and Royalties (For example, a
disputed tax or royalty assessment may lead to a request for an improper
payment to resolve the matter.)

vi. Government relations (There are risks associated with securing meetings,
government travel, and lobbying for legislation or regulatory action.)
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vii. Health and Safety (There may be risks related to permitting, licenses,
approvals, and inspections in connection with health and safety issues.
Those can be operational, or related to food and beverage services.)

viii. Human Resources (Issues often arise regarding labour inspectors, labour
permits, work permits for ex-pats, and unions. There are also risks related
to hiring practices (including hiring officials, their relatives, or individuals
referred by officials).)

ix. Immigration (There are risks of ex-pats obtaining needed travel
documents, including visas, and work documents, such as work permits.)

x. Concessions and mining permits (Obtaining and renewing concessions
from the government, and related other mining leases and permits, pose
risks.)

xi. Lands (There may be risks, for example, that the company will pay
officials to assess lands at low amounts in connection with relocation or
compensation claims, or to resolve disputes with landowners in a way
favorable to the company.)

xii. Legal (There may be risks that payments are made to prosecutors, judges,
or regulators to resolve a dispute or litigation. There may also be risks in
connection with corporate registrations or other licenses and filings.)

xiii. Mines/Operations (The risks can range from the use and possession of
explosives and hazardous materials to vehicle registrations and other
permits and licenses required for operations.)

xiv. Security (There are risks associated with security-support payments, and
in-kind security support. There also are risks of paying public security
personnel who may be moonlighting, or otherwise on the public payroll.
In addition, there can be risks of improper payments in connection with
various licenses.)

Which functional units make high-risk government payments. These are subject
to our relevant procedures on government support, and may include:
i. Meals, gifts and entertainment for government officials
ii. Sponsored travel for government officials
iii. Political donations
iv. Charitable contributions
v. Donations for government sponsored events or entities
vi. Facilitating payments
vii. Per diems
viii. Recurring support payments or in-kind support

Which functional units retain high-risk third parties. Third-party engagements are
subject to our policies and procedures. High-risk third parties may include



i. Third parties who interface with the government on the company’s behalf.
Often, they will be related to the above in category a.
ii. Government officials or relatives/close associates of government officials
iii. Entities owned in whole or in part by governments or government officials
(or their relatives/close associates)
iv. Entities or consultants referred to us by government officials

d. Who within finance and accounting considers or books payments to government
payments. These may include individuals who consider:
i. Requests for high-risk government payments
ii. Requests for reimbursements for high-risk government payments
iii. Invoices by high-risk third parties
iv. Receipts for payments from petty cash

2. The individuals identified in the above 4 categories will represent the primary scope of your
risk assessment. They also represent the list of individuals for whom anti-corruption training
and certifications are appropriate. Additional individuals may be identified from a review
of internal audits, SOX audits, and other assessments.

IV.  ASSESSMENT OF THE RISKS

1. After the initial mapping exercise, details should be obtained from the individuals identified
regarding the nature of the direct and indirect government interactions, the controls that are
in place, and how finance and accounting treats government payments and interactions. A
checklist is attached as Attachment C. The questions for different functional units will vary,
and templates for different units are attached as Attachment D.

STEP 4: FOR CATEGORIES A, B AND C ABOVE, DETERMINE:
*(a) FOR THE FUNCTIONAL UNITS THAT DIRECTLY INTERFACE WITH THE
GOVERNMENT

*(i) THE NATURE, IMPORTANCE, AND EXTENT OF THE INTERACTIONS,

»(ii) WHICH GOVERNMENT AGENCIES AND OFFICIALS THEY INTERACT
WITH,

o(iii) WHETHER THE INTERACTIONS INVOLVE PROVIDING ANYTHING OF
VALUE, AND

*(iv) THE NATURE OF THE CONTROLS IN PLACE.
*(b) FOR THE FUNCTIONAL UNITS THAT MAKE HIGHER RISK GOVERNMENT
PAYMENTS

»(i) THE NATURE, FREQUENCY, AMOUNT, AND PURPOSES OF THE
PAYMENTS,

o(ii) WHICH GOVERNMENT OFFICIALS AND AGENCIES ARE INVOLVED,
AND

»(iii) THE NATURE OF THE CONTROLS IN PLACE.
*(c) FOR THE FUNCTIONAL UNITS THAT RETAIN HIGH-RISK THIRD PARTIES,

(i) THE NATURE, IMPORTANCE, AMOUNT, AND PURPOSE OF THE
RETENTION,

o(iil) WHICH GOVERNMENT OFFICIALS AND AGENCIES ARE INVOLVED,
AND

o(iii) THE NATURE OF THE CONTROLS IN PLACE.




3. For categories A through C in Part III (1), it is important to understand (a) the nature of
their job, their experience, their reporting lines, the policies that guide their conduct, and
other background facts, (b) the nature, extent, and scope of the interactions that the
functional units have with government officials, (c) the nature, extent and scope of the
high-risk payments and relationships, and (d) how those interactions, payments and
relationships are managed. Although the questions for different functional units will
vary, some key questions are below. Sample outlines for different groups are included as
Exhibit D, which should be reviewed for additional key questions.

a. For direct interactions with public officials
i. Which government agencies and officials they interact with, and the

frequency of the interactions. (If the agencies and officials have poor
reputations or past prosecutions or investigations, and the interactions are
more frequent, the risks are higher.)

ii. Whether the interactions involve providing anything of value. (If things of
value are provided during the interactions, that always increases the risks.)

iii. The nature of the interactions. (The more frequent the interactions, and
the greater their importance to the company, the greater risk they pose.)

1. In particular, it is important to ascertain whether there have been
any dealings with the government that may be susceptible to
improper payments. (For each such instance, it is important to
understand the processes around such dealings, how any disputes
or controversies were resolved, and to locate relevant backup
documents.)

2. Examples of dealings that present risk include:

a. The nature, volume and importance of any permits,
licenses, visas, inspections, imports/exports, or other
government approvals;

b. Audits, assessments or findings by the government of non-
compliance;

c. Litigation matters or labour disputes;

d. A need for expedited or special services from the
government;

e. Compensation payments or valuations involving
government agencies (e.g., land, environment, etc.)

iv. The nature of the controls in place. Ascertain, for example

1. whether the individuals who interact with government officials are
aware of our anti-corruption policy and procedures, and what they
say.

2. whether the individuals interact with government officials know
where to go with questions about anti-corruption compliance, and
how often they ask for guidance.
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3. whether, how often, and the manner in which the individuals who
interact with government officials have received anti-corruption
training.

4. whether there is appropriate supervision, oversight and approvals
of any interactions with government officials, particularly where
something of value is being provided.

5. whether there is screening to ensure that individuals who interact
with the government pose no ethical concerns

6. the nature of the documents that are created reflecting interactions
with government officials, including minutes of meetings, letters
memorializing understandings, memoranda of understanding,
request letters from the government seeking payments, internal
authorization documents reflecting the reason for things of value
being provided, and other relevant documentary materials.

7. Obtain sample transaction documents reflecting the above, and
ascertain who retains those records, how easily retrievable they
are, and whether they contain adequate detail.

b. For indirect interactions with government officials through third parties and other
“high-risk third parties,” examples include
i. The nature of the relationships (e.g., who are they, what are they doing,
what are the compensation arrangements (including how much has been
paid, whether the timing and structure creates incentives for improper
conduct, and whether payments are offshore, in cash, or otherwise
suspicious), and what is the purpose of the retention).

1. The more extensive and important the services being provided, and
the more being paid, the higher the risks.

2. Note that charitable organizations may also be high-risk third
parties where recommended by an official, affiliated with an
official, or circumstances otherwise suggest that a charitable
contribution may be diverted to an official or made to improperly
influence an official.

ii. Which government agencies and officials the third parties interact with.
If the agencies and officials have reputations for impropriety, the risks are
higher.

iii. The nature of the controls in place. Ascertain

1. whether the individual, unit, or site knows whether they engage
with high-risk third parties

2. whether there is screening of those who interact with the third
parties to ensure there are no ethical concerns

3. whether the individuals-involved-in retaining third parties do any
sort of vetting or due diligence (or ask for help from legal) to
determine whether third parties are high-risk, either because of a

11



history or reputation for impropriety, because they have a
government affiliation, or due to other corruption-related red flags

a.

means of conducting vetting or due diligence vary with the
nature and extent of third-party risk, and might include
questionnaires, self-certifications, Internet and media
searches, World Check searches, embassy and reference
checks, litigation and criminal records, benchmarking of
costs, site visits, interviews, and outside investigative
assistance

red flags should be evaluated and resolved before retaining
a third party?

due diligence should be documented, maintained in the
Company’s files, and periodically refreshed

4. how known high-risk third parties are treated, e.g.,

a.

b.

are the agreements with the third parties reviewed by legal,
as per the Policy

do the third parties have written agreements, with a clear
scope of work and anti-corruption clauses that include anti-
bribery representations and warranties, cooperation
requirements, audit rights, flowdown provisions, and
suspension and termination rights

are the third parties required or encouraged to receive anti-
corruption training

are the invoices of the third parties monitored to ensure
they have adequate detail as to the nature of the services
provided and how amounts requested are calculated

do individuals involved in interacting with high-risk third
parties obtain approvals before providing any benefits, such
as meals, gifts, entertainment, travel, per diems, or other
tangible or intangible goods or services to officials (or
monitor and approve a third party’s provision of things of
value to officials)

is the work of the third parties reviewed to ensure that the
work is being performed consistent with the agreement, and
with the invoice being provided

? Red flags are any circumstance indicating a heightened risk of corruption, such as — e.g., recommendation to the
Company by a government official, a close family or business relationship with a government official, lack of
relevant experience, vague deliverables in contracts, shell company or unorthodox corporate structure, questionable
background or reputation, refusal to sign antibribery pledge or compliance certifications, suggestion that a payment
is needed to “make arrangements” or to “get approval”, vendor reputation for corruption or bypassing normal
business channels, excessive payments for services rendered, other unusual requests for payment (e.g., offshore),
incomplete or inaccurate documentation, lack of transparency in ownership or financial records, and other

anomalies.
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whether the individuals involved in retaining third parties are
familiar with anti-corruption red flags, aware of our anti-corruption
policy and procedures, and what they say.

whether the individuals involved in retaining third parties know
where to go with questions about anti-corruption compliance, and
how often they ask for guidance.

whether, how often, and the manner in which the individuals
involved in retaining third parties have received anti-corruption
training.

the nature of the documents that are created reflecting interactions
with high-risk third parties, including minutes of meetings, letters
memorializing understandings, memoranda of understanding,
request letters from the government seeking payments, internal
authorization documents reflecting the reason for things of value
being provided, and other relevant documentary materials.

Obtain sample transaction documents reflecting the above and due
diligence files, and ascertain who retains those records, how easily
retrievable they are, and whether they contain adequate detail.

c. For payments and things of value provided to government officials, consider, for
example
The nature of the payments or things of value (e.g., what are they, why are
they being made, the value, etc.). The more frequently things of value are
provided, and the more value they have, the higher the risk that they will
be perceived after the fact as having been provided for improper purposes.
Further, if the Company provides things of value to officials with
discretionary authority over pending applications, disputes, or other
matters, the risks are higher.
The officials receiving the things of value. If the agencies and officials
have reputations for impropriety, the risks are higher.
The nature of the controls in place. Ascertain

i.

ii.

iii.

1.

whether the individuals providing the things of value are aware of
our anti-corruption policy and procedures, and what they say.
whether the individuals providing the things of value know where
to go with questions about anti-corruption compliance, and how
often they ask for guidance.

whether, how often, and the manner in which the individuals
providing the things of value officials have received anti-
corruption training.

whether there are appropriate limits on the monetary value,
frequency, and other conditions surrounding the provision of other
things of value to officials, and the extent to which these are
observed.
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5. whether there is appropriate supervision, oversight, and approvals
of any things of value being provided to government officials

6. the nature of the documents that are created reflecting things of
value being provided, including request letters, explanations for
why the payment is being made, how the amounts are calculated,
memoranda of understanding, internal approvals, receipts, and
other relevant documentary materials.

7. Obtain sample transaction documents reflecting the above, and
ascertain who retains those records, how easily retrievable they
are, and whether they contain adequate detail.

STEP 5: FOR FINANCE AND ACCOUNTING, DETERMINE

=(a) HOW PAYMENTS TO PUBLIC OFFICIALS AND OTHER HIGH-
RISK PAYMENTS ARE BOOKED,

*(b) WHETHER THE RECORDS REFLECTING THOSE PAYMENTS
ARE ADEQUATELY DETAILED AND RETRIEVABLE, AND

*(c) THE NATURE OF THE TRAINING AND CONTROLS IN PLACE
RELATED TO FINANCE AND ACCOUNTING PERSONNEL

For Finance and Accounting, the questions are a bit different. Rather than focus on the
nature of the interactions and the type and volume of payments and interactions, the focus
instead is on personnel, how government related payments are reviewed and recorded,
how relevant programs are managed, how relevant documents are retained, and other
relevant internal controls. Again, more detailed sets of questions are contained in
Attachment D. Examples of key questions include:

a. Personnel

i. whether members of finance and accounting are aware of our anti-
corruption policy and procedures, and what they say.

ii. whether members of finance and accounting know where to go with
questions about anti-corruption compliance, and how often they ask for
guidance.

iii. whether, how often, and the manner in which members of finance and
accounting have received anti-corruption training.

iv. audits of finance and accounting in topics related to strength of financial
controls

b. Booking.

i. How are the payments to governments, government officials and high-risk
third parties booked? Are they booked transparently and in an easily
auditable manner? In assessing that, it is valuable to ask

1. Are the narrative descriptions accurate and reasonably detailed
2. Are the cost codes logical and clear
a. Are there separate codes in the chart of accounts reflecting
government payments and payments to public officials

14
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Who enters the cost codes for those payments (e.g., functional unit
or accounting)

Who enters the transaction in the GL (e.g., is it booked directly
from the functional unit, or entered by accounting)

Review sample entries in the GL for high-risk payments

ii. Note that the requirement to book payments accurately and in reasonable
detail applies to all of the Company’s expenditures.

c. Records.

i. Are there records reflecting high-risk payments

1L,

3
6.

Do they include the requests from the government, the internal
consideration of the payments, and the proof of payment by
auditable instrument

Are those records accurate

Do those records contain adequate detail

How are records maintained/stored (centrally, requesting
department, etc.)

Are those records easily retrievable

Review sample transaction sets/records

ii. Note that the requirement of complete and accurate records applies to all
of the Company’s transactions.

d. Gatekeeping.

i. What kind of invoice review takes place

I

review for red flags, especially invoices and requested payments to
governments or government officials, and third party
intermediaries

whether the math on invoices adds up

whether required signatures are present

whether the invoices are backed by contracts and confirmation the
contracted-for services/goods were delivered

whether the rates identified are consistent with government rates
whether backup documents are attached, and whether they are
accurate, complete, and free of evidence of inauthenticity
whether the invoices contain adequate detail

whether there has been vetting to determine that government bank
accounts are official/legitimate

ii. For the below categories,

1
2.

Frequency
How it is used, who is using it (e.g., more in some areas than
others)

3. Procedures/controls in place (e.g., what does-the policy require, is

the policy enforced, audits around it, segregation of duties,
adequacy of training, what are the signoffs and limits)
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4. Concerns around the category
a. Categories

1.
ii.
iii.
iv.
V.
vi.

Employee T&E

Procure to pay

New vendor setup

Emergency payments/expedited processing
Government payments

AFEs

16



ATTACHMENT A: PRELIMINARY RISK SCORECARD

Objective Factors Compliance Culture Weaknesses Gatekeepers Questions Grade
TICPI score Cash audits Attorneys Experience level
Other factors SOX audits Ethical concerns
Supplier audits Knowledge of processes
Contracting audits Adherence to processes
Charitable Seriousness about processes
contribution audits
Strength - cash Committed to anti-corruption,
processes financial controls
Strength - Knowledge of anti-corruption law
contracting processes
Strength - supplier Frequency of training
processes
Strength - Ability to deliver training
government payment
processes
Strength - T&E Finance & Experience levels
processes Accounting
Strength - Ethical concerns
documentation
processes
Strength - charitable Knowledge of processes
contribution
processes
Hotline reports, Adherence to processes
investigations on F&A
Reliance on Seriousness about processes
intermediaries
Frequency of live Commitment to anti-corruption,
anti-corruption financial controls
training
Frequency, extent of Knowledge of anti-corruption law
computer training
Past anti-corruption Audit Experience leve!
process concerns
Compliance failures Ethical concerns
disciplined
Adequacy of Knowledge of processes
Compliance
Resources
Adherence to processes
Seriousness about processes
Objective Factors Compliance Culture Weaknesses Gatekeepers Questions Grade

Audit (cont.)

Commitment to anti-corruption,
financial controls

Knowledge of anti-corruption law

Frequency of training

Ability to deliver training

Respect for audit findings

Committed to.remedy
weaknesses
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ATTACHMENT B: SAMPLE MAPPING

Functional Area Names Pasitions Notes
Community Relations Responsible for community
Community Relations John Doe Megr. projects

Customs & Logistics

Environment

Exploration

Finance & Accounting (including
taxes and royalties)

Government Relations Jane Doe Govt. Rels. Mgr. High level govt interactions

Health & Safety

Human Resources (including labour
relations)

Immigration (including visas and
work permits)

Concessions and Leases

Lands

Legal (including litigation, corporate
registrations, and government
partnerships) Jack Roe Asst. Country Counsel Responsible for litigation

Mines — Operational Permits

--use of restricted goods

--blasting

--communications

--vehicles

Procurement & Contracts

Security

18
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